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communication is at the heart of many 1/0 intensive
S E RIAL applications in abroad variety of industries. From the
bar code scanners at POS stations, to card readersin ATMs, cash draw-
ers at teller stations, CNC machines on production lines, access control
gates and warehouse inventory systems, serial communication is the
interface of choice because it isareliable, robust, and time-tested solu-
tion. However, as newer PC technologies are introduced to accommo-
date more sophisticated application software demands, and as wireless
computing becomes more practical, affordable, and convenient, IT
managers increasingly need to leverage their investment in existing
serial equipment whileincreasing accessibility. Wireless device servers
solve this problem by embedding a wireless Ethernet client into a stan-
dard Serial Device Server, thereby enabling RS-232 and RS-422/485
serial devices to communicate over local and wide-area networks with-
out routing Ethernet cables. This article discusses the technology
behind wireless device servers, and explores some common system
implementations. It also provides information about product features,
Access Point location, antenna selection, and other key issues to con-
sider when deploying wireless device servers on a network.

WHAT IS A WIRELESS DEVICE SERVER?

A wireless device server is the combination of two connectivity
technologies—Serial Device Servers and wireless communication pro-
tocols such as 802.11b. Both these technologies on their own are used
to greatly enhance options for i/o intense applications by eliminating
the need for lengthy cable runs, communication distance limitations,
and the one-to-one relationship between a peripheral device and the PC
to which it is typically connected. When joined together in a wireless
device server, the benefits are exponentially increased as any computer
on the network can wirelessly access previously isolated devices.

A Serial Device Server (SDS) is a computer in a very robust and
compact package (approximately the size of a deck of playing cards)
that contains a built-in operating system and TCP/IP stack. State-of-
the-art SDS models also contain a built-in web server that allows con-
figuration and monitoring through a client PC’s web browser.

An SDS serves avery specialized purpose: sending data to and from
aserial device and a client PC over an Ethernet network. The applica-
tion software on the client PC, whether in the same room or across the
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country, communicates with the SDS as if connected locally to a “vir-
tual” COM port and cable. The fact that the data is moving around the
network and not a short serial cableisinvisibleto the client PC and the
serial device. Practically any serial device having a software applica-
tion to monitor it locally on a PC can be accessed remotely using an
SDS —without changing a single line of code.

The next step in developing the SDS is to cut the cord on the
Ethernet connection and enable completely wireless communication.
This is accomplished by embedding a wireless Ethernet client adapter
into the SDS. This client adapter, or wireless radio, connects the device
server to an Access Point which bridges the wirel ess network to awired
LAN, enabling resources to be shared across an entire network. The
technology used to create a Wireless Serial Device Server (WSDS) is
identical to the wireless radios used to enable a desktop or notebook PC
to access a wireless network.

Almost al WSDS units are designed to use the ubiquitous 802.11b
standard, because for the majority of applications this is the best and
most economical choice. Typically the Intersil wireless chipset, the
standard used by major networking hardware companies such as
Linksys® and Cisco®, is utilized to create a WSDS. However, security
protocol support, antenna strength and sensitivity (range) vary grestly
among WSDS models. Basic units are compatible with 2.4 GHz DSSS
(Direct Sequence Spread Spectrum) Access Points, provide support for
128-hit WEP security protocols, and have built-in mid-range multi-pur-
pose antennas. High-end units provide increased transmit power of up
to 100-milliwatt (mW), enhanced receive sensitivity, support for pre-
mium security protocols such as Cisco® Aironet® LEAP or WPA, and
offer a flexible RP-TNC or RP-SMA connection compatible with a
wide range of external antennas.

WHY USE WIRELESS DEVICE SERVERS?

A large percentage of the equipment accessed, monitored or main-
tained by organizations around the world is equipped with an RS-232
serial communications port. In fact, the RS-232 protocol has existed
since the 1960s and is included in millions of devices that contain an
electronic communications interface. It is estimated that only 10% of
the serial ports available worldwide are connected to a network, and of
those only a small fraction can be accessed wirelessly. However, the
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potential existsfor awide variety of serial-based equipment (for exam-
ple, medical equipment, CNC machines, and access control systems) to
be monitored wirelessly using a wireless device server.

While increasing access to previoudly stand-alone devices is impor-
tant, the real benefit of wireless device servers is connecting these
devices to networks without running cables. Thisis particularly useful in
manufacturing and other tight environments where long lengths of cable
can be particularly cumbersome to install. It is also extremely useful for
connecting devices that are moved often, or when field staff using laptop
or handheld computers must access equipment in multiple locations.

In addition, when atraditional network is converted to wireless, there
aretypically agreat many peripheral devices and software applications
that cannot directly communicate via the new interface. Instead of
scrapping these devices—which in all likelihood are still in perfect
working order—a wireless device server can be used to connect them
to the network. And, since the WSDS can do this without requiring any
changes to application software, it is an extremely cost-effective solu-
tion that leaves I T budgets free to be used in areas where added invest-
ments can yield increased performance.

Not only can wireless device servers enable multiple computers to
access asingle device, they can completely eliminate the need for a PC
to be involved in the process. This capability, called serial tunneling,
enables two seria devices to communicate directly with each other—
for example aserial barcode reader can transmit data directly to a serial
printer that generates inventory reports. When serial tunneling is used,
each serial deviceis connected to its own WSDS, which allows them to
communicate wirelessly with each other over a network just asif con-
nected by a short serial cable. That is, the WSDS units work behind the
scenes to add and then remove network routing packet information
around the serial data to invisibly send and receive data between the
two serial devices. When used within range of each other, two WSDS
units can connect in Ad-Hoc mode, that is, without an Access Point
between them. If the serial devices are far apart, however, the Access
Point at each location puts the data received wirelessly from the WSDS
onto the wired network, which can then transmit the data back and
forth across great distances. In effect, seria tunneling can alow two
serial devices designed to connect to each other over a short cable to be
placed thousands of miles apart, communicating over Intranets, VPNs
or even the Internet.

SYSTEM PROBLEMS SOLVED WITH WIRELESS
DEVICE SERVERS

Wireless device servers are used in a wide range of industries and
applications to streamline applications and to enable networking
connectivity while preserving legacy peripherals and the applica-
tions written for them. In addition, wireless device servers are used
to enable remote access, monitoring and control of serial-based
equipment that cannot be easily connected to awired network. Serial
tunneling saves resources and manpower by enabling peripheral
devices to communicate directly, thereby eliminating the need for a
human or PC interface.

Preserving Legacy Serial Peripherals

Automated factories often have computer numerically controlled
(CNC) machines in the production line. DNC software companies
write applications that create and download control codes to CNC-
operated machine tools. Rather than storing the codes on a floppy disk
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or tape and walking it out to the machine tool, many machine shops are
implementing wireless SDS networks to drip-feed these instructions to
the CNC. This eliminates the expense of a special ruggedized PC
installed at each workstation, and of having a technician physicaly
access a particular workstation to implement changes or troubleshoot
problems. While one solution would be to connect these devices on the
factory’s Ethernet network, that is not always feasible because of tight
quarters, moving parts and enclosed spaces. Using wireless device
servers and a network of 802.11b Access Points, each CNC can be
remotely programmed from any PC on the network.

Retail Point-of-Sale systems such as cash register banks and kiosks
also rely heavily on serial based equipment. For example a car rental
return kiosk might employ an RFID reader connected to a wireless
device server that can be used to record the return of a particular auto-
mobile and wirelesdy transmit that information via a local Access
Point to adata collection point located nearby or at ahome office. If the
automobile is also programmed to transmit mileage information, a
serial-based receiver connected to the WSDS can capture and transmit
that data. A receipt can be generated for the customer on the spot, while
the data is transmitted to the central processing computer. While this
same system could be implemented using peripheral devices designed
for wireless communication, using a wireless device server istypically
a more cost-effective choice because the devices themselves are less
expensive when purchased with a serial interface, and because the soft-
ware applications used to process the sale are generally designed for
serial, not wireless, communication.

PROVIDING REMOTE ACCESS TO
SERIAL-BASED EQUIPMENT

In some systems it is not practical to have a PC located near a
serial-based peripheral device that is collecting data. Further, it may
be difficult to route a wired-Ethernet network to these locations
because of potential interference, or because there are too many other
systems in the way. In addition, when data collection equipment is
not based in a single location, but must be moved from station to sta-
tion, a wired solution is not practical. Medical monitoring systems
must overcome these exact environmental challenges, and wireless
device servers are an ideal, unobtrusive way to connect them with
hospital networks.

Medical monitoring equipment such as vital signs monitors, EKG
machines, and fetal monitors must all be connected to a hospital’s cen-
tral system for monitoring and control. However, these machines are
often mobile, and are wheeled from patient to patient as tests are per-
formed. Or, they are placed at the bedside of a patient when monitor-
ing is required, and then moved to a different location when needs
change. Using a series of well-placed 802.11b Access Points, a hospi-
tal or carefacility can create a network over which medical devices can
communicate wirelessly. A WSDS attached to each piece of equipment
can be moved freely throughout the network while maintaining a link
with a base nurses' station or with a central computer.

Serial Tunneling Eliminates wires for Device-to-Device
communication

There are many applications in which seria devices are connected
directly to each other but not necessarily to a PC. Traditionally, these
devices needed to be located in close proximity of each other, because
standard RS-232 communi cation was restricted to 50 feet, and the more
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flexible RS-422/485 could extend only 2000 feet. With wireless device
servers, serial devices can be located anywhere within the range of a
wireless Access Point, and behave exactly as if they were physically
wired together.

With the advent of RFID-based inventory systems, this capability is
becoming increasingly useful. For example, an RFID reader attached to
aWSDS can be located at a plant entrance or loading dock. It can read
inventory tags from cargo as the truck passes, and transmit that infor-
mation via an 802.11b wireless Access Point back to a report printer
and athermal label printer inside the warehouse (connected viaawired
Serial Device Server, or with another WSDS). Staff can then know in
advance the cargo they are about to unload, can bring the equipment
necessary to unload it, and can prepare properly tagged storage space
with the labels generated before the load arrives at the door. This abil-
ity enables a company to accurately check inventory whilein the truck,
and then verify that the appropriate amount of merchandise was actu-
ally stocked on the shelves. It also streamlines and speeds up the entire
delivery process so that drivers are not kept waiting as staff determines
how to unload and where to place merchandise. In large plants, a scan-
ner located at the entrance might give warehouse staff more than a 15-
minute head start on preparing for a delivery.

CONSIDERATIONS WHEN IMPLEMENTING A
WIRELESS DEVICE SERVER

There are essentially two portions to consider in the selection of a
wireless device server—the device server portion and the radio portion.
Wireless technology, and in particular the 802.11b technology used in
most Wireless Serial Device Servers, is fairly mature. It's becoming
increasingly popular for SDS units to incorporate a wireless radio into
a Seria Device Server, but the key to a superior product is the transmit
power, receive sensitivity, compatibility with a range of Access Points
and the security protocols supported.

The Device Server Component

The most important feature to look for in a WSDS is low latency—
the time it takes to deliver a data packet from the serial device to the
receiving computer and back. Seria devices themselves are slow when
compared to communication across a busy network. They also are often
sharing bandwidth with critical network applications such as security
monitoring stations or customer service applications such as a cash reg-
ister check out stands. Clearly it is imperative that the device server be
completely unaobtrusive on the network in order not to cause bottlenecks
that cripple vital systems. Some wireless device servers are available
with power processors and ultra low-latency modes that enable round-
trip data transfer, using standard TCP/IP protocols, in under 2.5ms.

Another key feature for a wireless device server is an MEI interface
component, especially for multi-port models needed to network a num-
ber of serial devices using one WSDS. MEl—or Multi-Electrical
Interface—designates the WSDS' ability to connect to different serial
protocols, such as RS-232, RS-422 or 485. There are two types of
selectable interfaces, switch-selectable and software selectable.
Switch-selectable models require manually setting a small dipswitch
selector on the SDS. Software selectable means that the interface
desired can be programmed using a software utility or, better yet,
remotely through a Web interface.

One should aso keep in mind that while designed primarily to run as
a virtua COM port in most popular operating systems, WSDS units
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should support a variety of operating modes. Depending on the applica-
tion, support for serial tunneling may be a requirement for the WSDS.
Other operating modes such as Raw TCP, | P broadcasting/multicasting
and TCP Client modes are several methods that can be used to connect
aWSDS to a non-standard or specialized application.

Finally, ease of installation of the wireless device server should be an
important factor, particularly if you are implementing a large multi-
platform system. In the past, device server configuration could be a
long, complicated, and cumbersome process. Today, while some man-
ufacturers have yet to refine the process, others have made installation
a simple task. Using an Installation Wizard approach in conjunction
with an automatic search for local and remote subnets, Serial Device
Servers can be installed quickly and easily. Network settings automat-
ically assigned by DHCP networks are displayed for confirmation, or a
static |P address can be assigned during the installation process. Watch
out for those that require Telnet sessions, MAC address data entry or
specia cables to configure through the serial port. Higher-end Serial
Device Servers also contain a built-in web server that can be accessed
through the Windows® Device Manager interface or a Web browser, for
continued ease of configuration and maintenance long after the initial
installation is compl eted.

The Wireless Component

The embedded wireless radio component of the wireless device
server you choose must be compatible with your overall wireless net-
work. These decisions are largely independent of the device server
decision, and should generally be made to serve the needs of the net-
work as awhole not smply a single seria device application.

However, for optimal performance of your serial device application,
it isjust asimportant to select good wireless Access Points and anten-
nas, and to locate them properly, as it is to select a high-performance,
low-latency device server.

When selecting Access Points, key considerations are path length
and antenna power. It is important that wireless links are not over-
extended beyond the distances for which they are designed. Typically,
short communication distances of a few hundred feet can be accom-
plished with small "rubber duck” type antennas. Communication dis-
tances of several hundred to severa thousand feet are implemented
with "flat-plate” antennae attached to the side of buildings or inside
windows. For distances of several miles, "yagi" antennae or reflector
dish type antennae mounted on towers are required.

To insure high reliability, use the lowest bandwidth that meets your
needs, because lower speed links are more forgiving of external inter-
ference on long paths. Directional antennae are typically more reliable
than omni antenna, which should be used only for a very short path or
when specifically required by a multi-drop application.

The key factor to keep in mind is that high-power, long-distance
Access Points are typically more expensive, but large networks typically
require fewer of them to cover required distances. These antennae can be
eadly attached to any Wireless Serial Device Servers that provide the
proper connection. Most high-end models offer a bulkhead mounted
antenna connector so that if the one antenna provided does not meet your
needs another one can be connected easily. The most common antenna
connectors are RP-TNC or RP-SMA (these types are commonly found
on wireless routers, gateways, and Access Points as well).

Once wireless Access Points and antennae are selected, they must be
located appropriately in order for systems to function properly. To
minimize signal loss between the antennae and the Access Point, the
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cable that connects them should be a high quality, low-loss cable and
should be as short as possible.

For long distance communication, such as between buildings, anten-
nae must be within line of sight of each other. The antenna should be
mounted to a rigid structure that will not be affected by wind or ice.
And, obstructions of any kind should be avoided because they can seri-
ously compromise the signal. There are a number of waysto deal with
these obstructions such as adding repeaters to circumvent them.

Once the wireless environment is established, the device server can
be easily incorporated. Wireless Serial Device Servers then “cut the
cord” between device and computer, thereby allowing remote access to
any serial device from any other serial device or any computer—even
when that device is located at a great distance from a wired network.
This provides tremendous savings by eliminating the need for on-site
data acquisition, removing the requirement of one-to-one PC to device
connections, streamlining i/o intense applications and enabling remote
monitoring and servicing of equipment. NS
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