
www.naspa.com • September/October  2005 • Network Support

Industry Standards and
Other Next Steps to

Securing Networks in a
Spyware World

By  To r i  C a s e  a n d  S i o u x  F l em i n g

SPYWARE
represents an astonishing security risk and is
getting worse every day. It represents a

multi-million dollar black market1 that is threatening the very nature
and usefulness of the Internet as a vehicle for information exchange
and ecommerce. Revenue figures taken from public filings by adware
companies show that for one company alone, Avenue Media, 2 million
PCs running its software brought in $7m of revenue per year.2 Further,
deceptive and often clearly illegal software download practices are a
regular part of the business of many American companies operating in
online commerce. These practices are funded and given incentives
through poorly policed download commission programs, programs
that, in turn, are funded by large, mainstream advertisers.3

The threat to companies of all sizes is increasing rapidly as spyware,
adware, and other non-viral malicious programs continue to proliferate
and become more complex. Spyware does more than just steal infor-
mation about your employees’ computing habits, or worse still, confi-
dential employee or customer data. It also robs your system of speed
and efficient Internet access.

Controlling spyware in a business-computing environment can be a
difficult task. Unlike viruses, which all seek to cause harm, spyware
seeks to profit off the continued operation of a computer. It is not
always evident and can range from simple adware to sophisticated,
backdoor hacker tools. Spyware and adware also present serious
threats to internal productivity4.

PCs affected by these programs may slow to a crawl, impacting all
business operations. Frustrated users flood your help desk with calls,
and manual identification and removal of unwanted applications can
reduce the amount of time that IT staff can dedicate to strategic busi-
ness projects.

According to recent data from Osterman Research, thirty-four per-
cent of companies are having significant problems with spyware5. And
yet, a majority of corporations remain complacent and in many
instances are not paying attention to, nor responding to changing secu-
rity threats. By some estimates as few as 20 percent of enterprises are

actively responding to the spyware threat either by assessing their secu-
rity risk or implementing anti-spyware solutions.

A belief by some that antivirus makers will solve the problem for
them if they just wait, and lack of budget to invest in an anti-spyware
solution are major reasons for the lack of action. So too is the fact
that spyware is not always perceived as a security issue, despite a
continuing onslaught of increasingly sophisticated attacks. In June
this year a “bundled” threat involving spyware began by spamming
out a downloader—8 different kinds were sent out at hourly intervals.
In step 2, the downloader killed the firewall and antivirus protection
and also installed filters to stop the machines from running antivirus
updates. In step 3 it downloaded an actual Trojan, turning the
machine into a proxy.

The end goal of such an attack is to create a network of zombies; a
botnet, which can then be rented out. Typically botnets have been used
for spam and online extortion. Now they are more commonly used to
install adware and to make money.

Despite such threats, spyware continues to be viewed by some corpo-
rations solely as a productivity problem affecting the help desk. Clearly
spyware has the ability to impact both security and productivity.

Just as the threat from spyware continues to escalate and become
more complex, the battle against spyware continues to increase in
complexity. A number of initiatives are necessary to help combat
the problem:

� Development and agreement on an industry definition for
spyware

� Certification of anti-spyware products using a standardized test
bed

� Legislation and active prosecution under existing federal and
state laws

� Education within the enterprise from the C-level down coupled
with systematic auditing by businesses for risk and security
preparedness
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� Implementation of policies and enterprise strength product
solutions to combat spyware.

DEFINING SPYWARE

Notice, consent and control remain central to agreeing on a defini-
tion for spyware, and a new group called the Anti-Spyware Coalition
run by the Center for Democracy and Technology (CDT) recently
released a draft definition for public comment. Their definition charac-
terizes malicious non-viral code as “spyware and other potentially
unwanted technologies.”

Agreement on a workable definition for spyware is a necessary pre-
requisite for the anti-spyware industry to take the next step toward the
development of products that perform according to agreed performance
parameters, and are certified according to an industry standard test bed.

A common acceptance of what does and does not constitute spyware
will also free anti-spyware vendors from time spent defending them-
selves against spyware vendor’s legal challenges, and allow them to
spend time developing more robust products that will provide users
with the choices and tools they need to deal with spyware.

A definition will also aid federal and state legislators as they grapple
with how to legislate and prosecute bad behavior rather than the tech-
nology. The problem is one of context and the development of anti-spy-
ware products that can give users the flexibility to decide what goes and
what stays on their computer.

Clearly at this point, the burden still rests with IT to decide what is
and is not spyware, and therefore what is and is not appropriate and
safe on their system.

STANDARDIZATION AND CERTIFICATION
NEEDED

Product reviews remain a powerful source of information, but as
with much else in the world of spyware, the review process is still not
standardized, and there are as many “false” reviews in the public
domain (generated by spyware purveyors)6 as legitimate, albeit incon-
sistent or meaningless, reviews.

Reviews of anti-spyware by recognized technical publications such
as PC Magazine or Secure Computing Magazine, are conducted
according to each publication’s set of criteria. This means results often
are contradictory and confusing, even to an IT audience.

IT managers need to remain aware that each vendor has a different
“black list” of offending spyware applications and code. Ultimately the
apparent effectiveness of any vendor’s solution depends on the test bed
being used for a particular review. Testing needs to reflect real-world
situations and the flexibility and customization needed in differing
enterprise environments.

IT managers need to know whether the review also tested the prod-
uct’s ability to remove spyware, not just identify it. Does the product
allow spyware to be identified and held for a disposal decision? Can the
product be customized to reduce false-positives? Does the review
clearly distinguish between standalone products and true enterprise
products?

Similarly, certification of anti-spyware products; recently begun by
West Coast Labs through its company Checkmark, certifies products on
their ability to detect spyware and to not report false-positives; as meas-
ured by Checkpoint’s spyware test suite. No mention is made of spyware
removal, and yet it is the removal of spyware that is the most difficult.

Independent certification of all anti-spyware products, using an
industry-agreed test-bed, is a necessity similar to the accepted practices
in other like industries. The antivirus industry went through the same
transition to standardized testing and certification in the early 90s. And
today, virtually every antivirus product is tested by two organizations:
the antivirus product developer consortium (AVPD) and the publication
Virus Bulletin out of the UK.

LEGISLATION AND PROSECUTION

An increasingly complex web of state bills and laws are outlawing spy-
ware and setting tighter security and disclosure standards for financial
services firms and commercial data aggregators. In fact, most spyware
practices are already illegal under deceptive-business laws but to date fed-
eral and state law enforcers have sued relatively few spyware purveyors.

In May 2005 the U.S. House of Representatives also passed two anti-
spyware bills, which if they are in turn passed by the Senate, will estab-
lish new penalties for those who use or distribute spyware that disables
users’ computers and secretly monitors their activities.7

The bills (The Securely Protect Yourself Against Cyber Trespass Act
(SPY Act) and the I-SPY Act), while differing in their approach to the
spyware problem, would impose jail sentences and multi-million dollar
fines. Specifically the bills outlaw a number of practices associated
with spyware such as reprogramming the start page on a user’s Web
browser, logging keystrokes to capture passwords and other sensitive
data, or launching pop-up ads that can’t be closed without shutting
down the computer. The use of stolen data to commit other crimes such
as identity theft would incur even stiffer penalties.

The development of an agreed definition for spyware, based on its
ability to covertly collect and transmit user information, its ability to
resist un-installation, as well as the unwitting or unknown downloading
of spyware by users, will provide anti-spyware vendors with a clear
aim in developing tools to block and remove these programs.

EDUCATION WITHIN THE ENTERPRISE FROM
THE C-LEVEL DOWN COUPLED WITH
SYSTEMATIC AUDITING FOR RISK AND
SECURITY PREPAREDNESS

Awareness and commitment to containing the risk from spyware
among some C-level audiences remains low. While those in the bank-
ing, financial, and health care services industries have been forced to
respond to legislation such as Sarbanes-Oxley, HIPAA and in at least
one state (California), security and disclosure standards in the event
personally identifiable consumer data is stolen or compromised, many
other industries apart from high tech and government (county, state and
federal), continue to adopt a wait and see approach, or view spyware
solely as a productivity concern.

The reality however, is that when pests enter a business, they have
the potential to introduce significant legal liabilities (particularly in
regulated industries), compromise trade secrets, and damage corporate
reputations—all at a cost to the business.

Anti-spyware solutions need to be incorporated as part of a multi-
layered security strategy that also encompasses regular auditing for risk
and security preparedness. Anti-spyware tools that are interoperable
with, and complement traditional security technologies, including
antivirus, anti-spam, firewall and intrusion detection systems, serve to
provide an additional level of protection.
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IMPLEMENTATION OF POLICIES AND ENTER-
PRISE STRENGTH PRODUCT SOLUTIONS TO
COMBAT SPYWARE

Ultimately, it will be the widespread and consistent use of technology
that will most effectively address the spyware threat. Successful defense
requires established management policies and procedures and an auto-
mated anti-spyware solution that offers flexibility, low maintenance, and
centralized controls.

Policies
Developing policies that will guide installation and application of

that technology is a first step. Decisions such as whom to protect first
may be a financial reality, driven by budget. Is one group of employees
more vulnerable because of the way they work; for example remote
users operating beyond the firewall? Or is there a particular division
which processes highly confidential data, and which would be more
seriously affected by a spyware attack?

Scanning the network to identify what technologies and applications
are being used legitimately, and what applications exist that may be
opening a security hole in the network, is a further integral step in
building a picture of your network that will enable IT to develop user
and security guidelines.

Part of the challenge in defining spyware is that in a number of
instances an application may only be categorized as spyware if the user
is not aware it is present and did not invite it onto the network or their
PC, or if it is being used for nefarious purposes.

RATS are often used by IT company-wide to enable help desks to
solve problems. Therefore, while hacking tools and password crackers
may be legitimate if installed and used by IT or engineering, they are
unlikely to be legitimate if found on a PC in accounting or marketing.

Spyware also finds its way onto users’ PCs and the network in much
simpler and innocent ways. Part of the IT challenge, again, is identify-
ing those practices and applications on your network environment that
are providing the opportunity for spyware to invade.

What free utility or browser helper object has someone downloaded,
or who in your company is using file sharing applications such as
KaZaa to legitimately exchange large files that are too big to send as
email attachments?

The user’s objective may be pure business, but the results can pose
real security and productivity costs. For example, free compression and
unzipping software uses social engineering to get itself installed, and
exists as the “perfect” alternative to WinZip, a popular application that
requires purchase of a license to use. The free software does what it
claims, it zips and unzips files, but it also tracks and records what users
do on their PCs and transmits that information to an external server.

Setting policies therefore is a combination of user education regarding
what can and cannot be downloaded or installed and which behaviors are
risky, as well as providing people with the tools they need to do their jobs,
whether that is increased network storage space, or increased licenses for
legitimate applications. The IT infrastructure must support its users.

Products
The aim of any enterprise-grade anti-spyware product is to prevent

unauthorized access, information theft and diminished system per-
formance by eliminating spyware from your PCs and proactively pro-
tecting against emerging threats in a heterogeneous environment
without impacting productivity, and using existing corporate resources.

To effectively manage in today’s spyware environment, corporations
and large-scale organizations require a single, comprehensive anti-spy-
ware solution that enables proactive detection, removal and manage-
ment. This solution must provide timely spyware updates to prevent
security incidents from affecting daily business transactions, and the
power and flexibility to define and quickly modify or re-define what is
identified and removed as spyware, according to changing business
needs and definitions.

Centralized management via a console ensures minimum
resources are required for ongoing management, and affords easy
installation, deployment and administration across any sized busi-
ness. It should allow administrators to enforce scanning and update
policies, review logs, create reports and deploy new users for stream-
lined security management.

End-users are effectively removed from the process, as administra-
tors launch scans on-demand, at scheduled times or when users login to
the network, and remove pests without any action by end users. A cen-
tralized enterprise product should also enable IT to push updates to
each workstation, eliminating the need for the end user to download
updates over the Internet, or for administrators to personally visit each
PC in the enterprise.

Automatic quarantining or deleting of pests and the ability to restore
pests from quarantine is also desirable, as is the ability for IT to create
“safe lists” or exclusion files of authorized applications, fine-tuned by
department or individual, to prevent false alarms.

An effective anti-spyware solution also should provide the ability to
generate customized reports that consolidate pest detection reports into
a single log for improved management and problem isolation, and to
assist with risk evaluation, even for remote users.

Flexible architecture in a product should also be considered. There
are a number of situations when IT will want to deploy and administer
both a stand-alone, enterprise grade product and a fully networked ver-
sion. There may be parts of your business that are not connected to the
corporate network (individual retail outlets for example), but which
require anti-spyware protection, or employees who also work on a PC
from home and connect to the network. In other instances an organiza-
tion may have a vested interest in maintaining the integrity of the net-
work, and wish to install standalone anti-spyware products on
“external” PCs, even though they do not control or own many of the
PCs connected to their network.

CONCLUSION

There is little doubt that spyware is a growing and potentially
lethal threat to the future of the Internet and to business. According
to IDC, Spyware is not going away. It is not a malicious hacking
challenge for programmers; rather, it is a moneymaking revenue
source for legitimate corporations.

The agreement and adoption of an industry-wide definition for spy-
ware that can also be used to formulate effective legislation is overdue.
Without such a definition, the anti-spyware industry is severely ham-
pered in its efforts to develop industry-standardized products and to
stand up to legal attacks from those they have identified as purveyors
of spyware. Users and IT meanwhile are faced with a constantly mov-
ing target they must attempt to protect against.

Legislation and more frequent prosecution under existing laws are
needed to maintain pressure on spyware purveyors and those who are
affiliated with them, knowingly or unknowingly.
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Anti-spyware products need to be tested as antivirus products are
today. There needs to be a designated test bed and three parts to any
certification testing:

1. Clearly defined testing criteria
2. Test detections
3. Test removals

Only then can IT managers know that the products they are buying
and installing will do what they claim to do.

Education within the enterprise and the development of policies to
guide how employees interact with the Internet is an ongoing challenge
for IT and for the anti-spyware industry. IT infrastructure and policies
must support the implementation of anti-spyware technology.

Finally, consistent and widespread use of enterprise-grade anti-spy-
ware products that provide the necessary management features must
become the norm for all businesses and organizations.

Without all of the above taking place, computer users and businesses
will be the ultimate losers. The anti-spyware industry and legislators
will continue to be distracted by a murky definition for the problem
they are attempting to combat and spyware purveyors will continue
their deceptive practices, costing business millions of dollars through
reduced productivity and data theft.  
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